(19) 




Europaisches Patentamt 
European Patent Office 
Office europeen des brevets 



llll 



Ill 



(11) 



EP 1 336 855 A2 



(12) 



EUROPEAN PATENT APPLICATION 



(43) Date of publication: 

20.08.2003 Bulletin 2003/34 

(21) Application number: 03003654.5 

(22) Date of filing: 18.02.2003 



(51) IntCI. 7 : G01R 29/08 



(84) Designated Contracting States: 


(72) 


Inventors: 


AT BE BG CH CY CZ DE DK EE ES Fl FR GB GR 


• 


Mayor, Michael A. 


HU IE IT LI LU MC NL PT SE SI SK TR 




Fort Wayne, Indiana 46845 (US) 


Designated Extension States: 


• 


Lagrow, David W. 


AL LT LV MK RO 




Fort Wayne, Indiana 46815 (US) 


(30) Priority: 19.02.2002 US 76568 


(74) 


Representative: Esser, Wolfgang 






ITT Industries 


(71) Applicant: ITT MANUFACTURING ENTERPRISES, 




Regional Patent Office 


INC. 




Europe 


Wilmington, Delaware 19801 (US) 




Cannonstrasse 1 






71384 Weinstadt (DE) 



(54) Method and apparatus for detecting electromagnetic Interference 



(57) An EMI testing scheme involves analyzing an 
analog input signal (5) n frequency band segments The 
input signal is passband filtered (40) and digitally sam- 
pled (50) before being converted to a complex analytic 
signal via a Hilbert transform filter (62) and then trans- 
formed into a frequency-domain signal via a Discrete 
Fourier Transform (DFT). Pre-stored frequency window 
filters are then applied to the frequency-domain signal, 
The set of discrete filter sample points which form the 



window filters are designed such that particular frequen- 
cy sub-bands of a desired bandwidth within the frequen- 
cy segment are selected for EMI analysis By applying 
different frequency window filters (66, 74) to the fre- 
quency-domain signal, different frequency sub-bands 
are sequentially selected for analysis An inverse DFT 
transforms (68) the filtered signal back to the time do- 
main, and the peak voltage of the time-domain signal is 
compared with a threshold to determine whether EMI 
levels within the selected sub-band are acceptable., 
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Description 

BACKGROUND OF THE INVENTION 
Field of the Invention 

[0001] The present invention relates to measurement 
of electromagnetic interference (EMI), and more partic- 
ularly to high-precision automated techniques for testing 
and reporting EMI emissions from radiating objects 

Description of the Related Art 

[0002] Electromagnetic interference (EMI) from radi- 
ated emissions and from conducted emissions is prob- 
lematic in a wide variety of contexts, For example, power 
transmission lines may convey transient surges or other 
voltage irregularities to electrical equipment intended to 
be powered therefrom, such that equipment in line 
therewith may cause an interference to an intervening 
electrical bus and to the power lines themselves This 
interference may compromise computer performance, 
television picture quality, or the functioning of other elec- 
trical equipment powered from such lines Electromag- 
netic energy radiated from the equipment itself often 
causes severe, undesirable effects that range from poor 
signal quality or poor reception in radios and televisions, 
to complete ineffectiveness or inoperabllity of electronic 
devices, 

[0003] Electronic devices, most notably electronic 
communication devices, typically emit some amount of 
undesirable EMI These emissions may be a concern 
for a number of reasons. EMI emissions can potentially 
interfere with devices communicating in the same fre- 
quency band, As the frequency spectrum available for 
communications becomes increasing crowded to meet 
demands for wireless communications, the importance 
of minimizing EMI emissions from individual devices be- 
comes more critical, Presently, for example, U S, Fed- 
eral Communications Commission (FCC) requirements 
mandate that every cellular communications telephone 
be tested to certify EMI performance Similarly, certain 
telecommunications equipment for government or mili- 
tary applications require strict conformance to military 
emissions standards 

[0004] More rigorously, EMI can broadly be divided in- 
to two main categories: 

natural and man-made , The former is due to atmos- 
pheric effects and can be divided into low frequency 
electric and magnetic fields and high frequency 
electromagnetic fields The source of man-made in- 
terference is due to radio transmitters, including 
harmonics and spurious frequencies resulting from 
mixing intermediate frequencies, electro heating el- 
ements (microwaves) and digital computational de- 
vices increasingly being used in radio transceivers, 
Classes of interference that are specifically regulat- 



ed in radiowave transmission devices include har- 
monics and spurious interference. For example, 
military standards (MIL-STD-261 E) require the fol- 
lowing suppression: 

5 

Transmit Harmonics: -50 dBc for 2 nd and 3 rd , 
-80 dBc for all others 

Transmit Spurious: -80 dBc, 

10 

where dab is the interference power referenced to 
the carrier, i.e., the 2 nd and 3 rd harmonics must be 50 
dB belowthe carrier atthe antenna output, The spurious 
outputs are produced by intermodulation products in the 
15 IF path (for both receive and transmit) , 

[0005] Another concern is that electromagnetic ener- 
gy radiated or conducted from electronic devices, in- 
cluding EMI emissions, generally contains information, 
which may be extractable by unintended parties In par- 
20 ticular, certain electronic devices not designed to emit 
electromagnetic signals (e g , personal computers and 
conventional telephones) or designed to emit only short- 
range signals may nevertheless emit significant EMI sig- 
nals detectable at some distance from the device For 
25 security reasons, such devices may require certain 
shielding in order to prevent such devices from emitting 
radiation in a manner that allows an individual monitor- 
ing the emitted radiation to discern intelligible informa- 
tion regarding the content of the communication, Such 
30 concerns are particularly relevant to government or mil- 
itary systems and devices, Moreover, with the rising 
specter of commercial espionage and its harmful impact 
on commercial businesses, industries within the private 
sector are also placing increased emphasis on EMI test- 
es ing. 

[0006] To ensure compliance with EMI requirements, 
EMI testing is performed in a wide variety of commercial 
and military contexts Currently, EMI certification is high- 
ly manpower intensive Analysts often conduct tests I it— 

40 erally by hand, with little or no process automation. This 
situation is quite similarto thatfaced by surveillance per- 
sonnel over the last forty years where surveillance an- 
alysts in signal intelligence activities (SIGINT) spend 
countless hours examining monitors in an attempt to 

45 identify by sight and/or sound, signals of interest On a 
reduced scale, fields of radio astronomy, as well as geo- 
physics and bio-medicine, also encounter similar man- 
power-intensive signal testing. 

[0007] Presently, EMI testing of electronic devices is 
50 generally performed using analog equipment Basically, 
a conducted or radiated signals is detected by means 
of an antenna attached to an analog radio frequency 
(RF) receiver, and the peak voltage of a time domain 
signal is registered (by hand) and compared to a mask 
55 orthreshold provided by various standards (e g , military 
or commercial standards) If the peak voltage exceeds 
the threshold, the electronic device(s) under test is said 
to fail the specific test, 
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[0008] These tests are generally conducted at differ- 
ent bandwidths in a total span of 1 GHz More specifi- 
cally, two different types of tests are conducted; a broad- 
band scan test and a narrowband scan test, In the 
broadband scan, the peak voltage is measured in a 100 
kHz bandwidth In the narrowband scan, different band- 
widths are selected and range from 0 5 kHz, 1.0 kHz, 
5 0 kHz, 10 kHz, 25 kHz, 50 kHz, 75 kHz and 100 kHz 
This process is repeated through each 100 kHz band- 
width in the total 1 GHz bandwidth 
[0009] For example, consider a conventional EMI test 
involving analysis of a 1 GHz bandwidth in segments of 
1 kHz The process requires assessing the signal band- 
width in 10 kHz segments looking for spurious 1 kHz 
tones, which are audio identified by an analyst. The next 
step is to measure the amplitude of the audio tone, 
which is done by reconnecting the system (i.e., recon- 
necting cables), An experienced analyst can analyze 
between three to seven segments per second, not in- 
clusive of the time required to measure the amplitude of 
detected signals; consequently, the time required to an- 
alyze the entire 1 GHz bandwidth can be on the order 
of eight hours and is highly susceptible to human error. 
Long testing times increase the duration of product de- 
velopment cycles and increase unit production time and 
cost, potentially impacting timely delivery of products 
[0010] Moreover, such a process requires expensive 
analog equipment, given the number of filters, which 
have to be applied at the front end to select each one of 
the different bandwidths, Furthermore, each bandwidth 
scan has to be run separately and there is no permanent 
record of the final reading (i ,e , the comparison with the 
mask or threshold), Thus, analog testing does not pro- 
vide a "history" of testing that can be later reviewed or 
referred to, and problems that arise during testing typi- 
cally have to be solved over and over again, since only 
the memory of analysts can be relied upon to recall and 
address testing problems, 

[0011] Accordingly, it would be highly desirable to im- 
plement an automated approach to EMI testing using 
digital signal processing techniques for detecting, ana- 
lyzing, identifying, and quantifying the amplitude level 
of EMI signals produced from a radiating body. 

SUMMARY OF THE INVENTION 

[0012] Therefore, in light of the above, and for other 
reasons that become apparent when the invention is ful- 
ly described, an object of the present invention is to au- 
tomate EMI testing using digital signal processing tech- 
niques to thereby eliminate the need for human obser- 
vation of signals and resulting errors 
[0013] A further object of the present invention is to 
reduce the time required to perform EMI testing of equip- 
ment, 

[0014] Another object of the present invention is to en- 
hance the accuracy of EMI testing 
[0015] Yet a further object of the present invention is 



to reduce the number of analog components required in 
EMI testing equipment to thereby reduce equipment 
size, weight and cost, 

[0016] A still further object of the present invention is 
5 to permit recordation and storage of EMI measurements 
and signal processing parameters. 
[0017] Yet another object of the present invention is 
to enable EMI testing to be performed off-line with re- 
corded signals, such that EMI testing results are repeat- 
10 able, 

[0018] Still another object of the present invention is 
to have the capability to apply different signal filtering to 
recorded EMI measurements to refine assessments of 
EMI conditions 

15 [0019] The aforesaid objects are achieved individual- 
ly or in combination by the method described in claim 1 
and by an apparatus described in claim 12, and it is not 
intended that the present invention be construed as re- 
quiring two or more of the objects to be combined unless 
20 expressly required by the claims attached hereto, 

[0020] In accordance with the present invention, an 
EMI testing scheme involves analyzing an analog input 
signal in frequency band segments The received ana- 
log input signal is frequency down-converted to base- 
25 band, passband filtered and digitally sampled to form 
digital signals representative of the analog input signal 
For example, the bandwidth of the signal under test can 
be 1 GHz. The digital signal is supplied to a digital signal 
processor that converts the signal to a complex analytic 
30 signal via a Hilbert transform filter and then transforms 
the analytic signal into the frequency domain via a Dis- 
crete Fourier Transform (DFT), Pre-stored frequency 
window filters are applied to the complex frequency do- 
main signal The set of discrete filter sample points, 
35 which form the window filters, is designed such that par- 
ticular narrow-bandwidth sub-bands within the frequen- 
cy segment are sequentially selected for EMI analysis. 
By applying different frequency window filters to the fre- 
quency domain signal, different frequency sub-bands 
40 are selected for analysis The filtered frequency domain 
signal is transformed back to the time domain, by means 
of an inverse DFT, and the peak voltage of the time do- 
main signal is compared with a threshold to determine 
whether the EMI levels within the selected sub-band are 
^5 acceptable. 

[0021] The digital signal processing techniques of the 
present invention allows recordation of digitally sampled 
signals and processing parameters, thereby permitting 
precise repeatability of EMI tests and extensive off-line 
50 analysis This capability aids in test and development of 
new algorithms and techniques, Another important im- 
provement of the present invention overthe priorart EMI 
testing is a dramatic reduction in the time required to 
complete EMI testing, thereby shortening product de- 
55 velopment and production time, By automating certain 
test functions, which have been performed manually by 
an experienced or certified operator or EMI technician, 
improvements of orders of magnitude are possible The 
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digital signal processing techniques of the present in- 
vention can be used to recognize a particular signal or 
its given variations, so that the number of bandwidths 
that can be scanned per second is limited only by the 
data collection rate and algorithm processing speed.. 5 
Digital signal processing also reduces the risk of human 
error in detecting EMI signals of concern, 
[0022] The above and still further objects, features 
and advantages of the present invention will become ap- 
parent upon consideration of the following definitions, 10 
descriptions and descriptive figures of specific embodi- 
ments thereof wherein like reference numerals in the 
various figures are utilized to designate like compo- 
nents. While these descriptions go into specific details 
of the invention, it should be understood that variations 15 
may and do exist and would be apparent to those skilled 
in the art based on the descriptions herein. 

BRIEF DESCRIPTION OF THE DRAWINGS 

20 

[0023] 

Fig 1 is a block diagram illustrating an automated 
EMI test system in accordance with an exem- 
plary embodiment of the present invention, 25 

Fig 2 is a detailed block diagram of the EMI test sys- 
tem of Fig 1 according to the exemplary em- 
bodiment of the present invention 

Fig 3 illustrates the use of frequency bins for identi- 
fying electromagnetic interference in specific 30 
frequency sub-bands according to the exem- 
plary embodiment of the present invention , 

Fig 4 is a functional flow diagram illustrating the 
processing steps for scanning sub-bands of 
the frequency band under test in accordance 35 
with the exemplary embodiment of the present 
invention, 

DESCRIPTION OF THE PREFERRED 

EMBODIMENTS " 40 

[0024] The following detailed explanations of Figs. 
1-4 and of the preferred embodiments reveal the meth- 
ods and apparatus of the present invention, The EMI 
testing process according to an exemplary embodiment 45 
of the present invention involves analyzing an analog 
input signal over a test bandwidth in segments by pass- 
ing the signal through a detector and a down converter 
to bring the test bandwidth signal to baseband The sig- 
nal is then passed through an anti-aliasing filter and dig- so 
itally sampled Subsequently, a Hilbert transform con- 
verts the signal into an analytic signal z(t), comprising 
in phase (I) and quadrature (Q) components where z(t) 
= A[Re(t) +j lm(t)]. The complex analytic signal is trans- 
formed to the frequency domain by means of a Discrete 55 
Fourier Transform (DFT), Pre-stored frequency window 
filters comprising weighted sample points are then used 
to multiply both the real (Re) and imaginary (Im) parts 
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of the frequency domain signal , The set of discrete filter 
sample points are designed such that a particular fre- 
quency sub-band of a desired bandwidth is selected for 
EMI analysis The filtered signal is transformed back to 
the time domain, by means of an inverse DFT (IDFT), 
and the real and imaginary parts of the signal are com- 
bined into one signal phasor whose peak voltage is 
measured The peak voltage is compared with the de- 
sired threshold and the difference is recorded. Advan- 
tageously, the window filter information used in selecting 
the signal peak and the original sampled digital signal 
can be recorded along with the final EMI measurement, 
such that complete and absolute repeatability of the EMI 
testing is possible at a later time In addition, tests may 
be rerun using different windows to provide enhanced 
spectral analysis and/or accuracy of the results, 
[0025] A functional block diagram of an automated 
EMI testing system 10 according to an exemplary em- 
bodiment of the present invention is shown in Fig 1 , The 
system includes a receiver 20, a sub-band tuner and 
down converter unit 30, an anti-aliasing band pass filter 
40, an analog-to-digital converterSO, and a digital signal 
processor 60 having filtering, correlation, and measure- 
ment capabilities The receiver, sub-band tuner and 
down converter, band-pass filter, and analog-to-digital 
converter comprise an analog front end Alternatively, 
the sub-band tuner and down converter may be imple- 
mented in digital format Analog-to-digital converter 50 
represents the digital boundary between the analog 
front end and the digital signal processing system 60 . A 
more detailed diagram of the digital signal processor 60 
is shown in Fig 2 

[0026] Referring to Figs 1 and 2, an analog input sig- 
nal 5 is received from the electronic device under test 
(not shown) The input signal can comprise radiated 
emissions received via an antenna or conducted emis- 
sions received via a conductor, such as a wire or cable 
The device under test can be virtually any electrical or 
electronic apparatus or device capable of producing 
EMI in a band of interest including, but not limited to: 
wireless or wire-based communication devices, con- 
sumer electronic devices, computers, telephone equip- 
ment, and power-related equipment Communication 
devices include any device, mobile or stationary, that is 
capable of transmitting and/or receiving communication 
signals, including: a handheld or body-mounted radio; 
any type of mobile or wireless telephone (e g,., analog 
cellular, digital cellular, PCS or satellite-based); a pager, 
beeper or PDA device; a radio carried on, built into or 
embedded in a ground-based or airborne vehicle; any 
portable electronic device equipped with wireless recep- 
tion/transmission capabilities, including multimedia ter- 
minals capable of receiving/transmitting audio, video 
and/or data information; any device mounted in a fixed 
location with transmission/reception capabilities; and 
any satellite-based communication equipment Where 
a device is being tested for radiated emissions (e.g., 
within a testing chamber), the test signal is received by 
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an antenna (not shown) of the test equipment The an- 
tenna of the test equipment is place at an appropriate 
distance from the device under test, anywhere from a 
few inches to tens of feet, depending on the nature of 
the device and the potential interference 5 
[0027] For purposes of description, the band under 
test has a nominal test bandwidth of 1 GHz; however, it 
will be understood that the present invention is not lim- 
ited to any particular test bandwidth , The 1 GHz band- 
width can be anywhere in the spectrum (e g., from 125 10 
MHz to 1125 MHz or in some other portion of the RF 
spectrum), limited only by the receiving capabilities of 
the receiver The receiver, for example, may have a 
bandwidth, which extends 10% on each side of the 
bandwidth of interest. Referring again to Figs 1 and 2, 15 
the input signal s(t) is passed to sub-band tuner and 
down converter 30 which selects the bandwidth of inter- 
est (e.g., 1 GHz) within the receiver bandwidth and het- 
erodynes the signal to bring the 1 GHz bandwidth signal 
down to a baseband frequency, 20 
[0028] An analog anti-aliasing band-pass filter 40 is 
applied to the down-converted signal The anti-aliasing 
filtering must occur before the signal is supplied to the 
analog-to-digital converter 50 Once the signal is digi- 
tized, at least at twice the highest frequency component, 25 
aliasing occurs and frequencies are folded into the 
bandwidth of interest, This is known as the Nyquist sam- 
pling rate The sampling rate has to be higher than both 
the bandwidth and any frequency component present in 
the bandwidth, this is one of the most important reasons 30 
why the signal is shifted to baseband before sampling 
[0029] The anti-aliased signal is supplied to the ana- 
log-to-digital converter 50 for digitally sampling the sig- 
nal To digitize a full 1 GHz bandwidth, a 2 GHz digitizer 
(Nyquist frequency) is required Preferably, the digitizer 35 
has at least eight effective bits for representing the am- 
plitude of the signal samples. The time domain signal 
under test can be of any suitable duration and is limited 
only by the available memory For example, digitizing at 
2 GHz with 8 bits per sample would fill a 2 Gigabyte 40 
memory in one second 

[0030] While, in the foregoing example, the sub-band 
tuner and down converter 30, anti-aliasing filter 40, and 
analog-to-digital converter 50 process the entire 1 GHz 
bandwidth of interest at one time, in accordance with 45 
another approach, the sub-band tuner and down con- 
verter 30 may select only a portion of an overall band- 
width of interest (e.g., a 10 MHz sub-band segment), 
and the analog-to-digital converter 50 then digitizes the 
sub-band signal after anti aliasing at at least the Nyquist 50 
sampling rate (e g , at 20 MHz, with an 18 bit digitizer). 
In this case, the sub-band tuner and down converter 30 
and anti-aliasing filter 40 are successively tuned in 10 
MHz steps or increments of the overall 1 GHz band- 
width, such that the entire 1 GHz bandwidth is parti- 55 
tioned into one-hundred 10 MHz segments 
[0031] More specifically, in this embodiment, an ana- 
log anti-aliasing band-pass filter 40 having a 10 MHz 
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pass band operates to select a particular one of the 10 
MHz bandwidth segments, in which to pass the input 
time signals s(t) The anti-aliasing filter 40 has a 70 dB 
out-of-band rejection in order to sufficiently select the 
particular 10 MHz bandwidth without including harmon- 
ics, which might otherwise cause significant degrada- 
tion during signal analysis. The filtered signal is then 
sampled by analog-to-digital converter 50 at a sampling 
frequency f s of 20 48 MHz, which is above the Nyquist 
rate The analog to digital conversion is preferably per- 
formed with a digitizer having at least 1 8 bits of effective 
resolution to obtain a dynamic range of 108 dB 
(1/2 2x ( 18 )). The dynamic range is derived from a uniform 
quantizing model, where each digital bit is equivalent to 
approximately 6 02 dB of signal to quantizing noise pow- 
er 

[0032] Observe that, even in a 1 0 MHz sub-band seg- 
ment selected from the 1 GHz band, an interferer will be 
detected by a digital system through the process of 
aliasing Although the exact frequency at which the in- 
terference occurred would be difficult to pinpoint until the 
entire band is processed, the presence of the interfer- 
ence would be detected 

[0033] Whether processing the entire bandwidth of in- 
terest at once (e g,, 1 GHz) or sequentially processing 
segments of the entire bandwidth of interest (e g ,, in 10 
MHz steps), the sub-band tuner and down converter 30 
selects a "sub-band" in the sense that the bandwidth of 
the signal being pr ocessed is some portion of the overall 
bandwidth of the received signal However, where the 
entire bandwidth of interest (1 GHz) is processed at 
once, the bandwidth is simply referred to herein as the 
bandwidth of interest (rather than as a sub-band). In 
contrast, where only a portion of the bandwidth of inter- 
est is down converted and digitized at one time (e g , 10 
MHz), this portion of the bandwidth is referred to as a 
sub-band segment of the overall bandwidth of interest. 
As described in greater detail hereinbelow, in either 
case, digital signal processing is performed on the dig- 
ital signal to analyze narrower sub-bands (i.e., several 
sub-bands are selected within the 1 GHz or 10 MHz in- 
itial band) . Thus, in the case where less that the overall 
bandwidth of interest is digitized at once, the term sub- 
band is used here in two contexts, the first is to select a 
10 MHz sub-band segment in the 1 GHz entire band- 
width, The second use is selecting sub-bands within the 
10 MHz bandwidth for EMI analysis via digital signal 
processing techniques Accordingly, in this case, the 
term first sub-band tuning refers to selecting and digi- 
tizing a sub-band segment (e.g., 10 MHz) from the 1 
GHz bandwidth of interest at the analog front end, and 
the term second sub-band tuning refers to selecting a 
narrower sub-band from the 10 MHz via digital signal 
processing of the digitized sub-band segment. 
[0034] Referring again to Fig 2, the digital signal gen- 
erated by analog-to-digital converter 50 is supplied to 
digital signal processor 60. Digital signal processor 60 
includes Hilbert transform filters 62 which perform a 
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Hilbert transform on the input digital signal to convert 
the digital signal into a complex analytic signal z(t) hav- 
ing in-phase (I) and quadrature (Q) components such 
that z(t) = A[Re(t) + jlm(t)] A complex signal contains 
the full information of the original signal. If the quadra- 
ture component is not obtained, then the frequency do- 
main signal would have a quadrature component, which 
is basically a mirror image of the real component (no 
information), A complex signal, on the other hand, ef- 
fectively doubles the sampling rate of the input signal 
[0035] The complex signal z(t) is then transformed in- 
to the frequency domain via a discrete Fourier transform 
(DFT) filter 64 which has, for example, 65,536 sample 
points, This may be implemented using a bank of FIR 
filters Preferably, the discrete Fourier transform is im- 
plemented using a fast Fourier transform (FFT) algo- 
rithm , The discrete Fourier transform produces a 65,536 
point sample sequence comprising a real (Acoscot) se- 
quence and an imaginary (Asinmt) sequence, where ca 
= 2itf s where f s is the sampling frequency In the case of 
a sampling frequency of approximately 20 MHz, the fre- 
quency resolution is f s /N = 20 48 10 6 /65 536 = 312 ,5 
Hz The discrete frequency domain signals Acos(a)t) 
and Asin(a)t) are thus indicative of a frequency domain 
representation of the sampled digital signal, While DFT 
of the exemplary embodiment is a 65,536 point DFT, it 
will be understood that the invention is not limited to any 
particular size DFT, and a DFT of any suitable size may 
be implemented 

[0036] In the exemplary embodiment, the FFT is im- 
plemented using FIR filters; however, equivalent Infinite 
Impulse Response (MR) filter may also be implemented 
in the time domain A problem with the MR implementa- 
tion is that it would distort the phase, while FIRs can 
generally be built with linear phase Thus, phase correc- 
tion measures would also need to be applied in the case 
of IIR processing 

[0037] The real and imaginary frequency domain sig- 
nals are correlated by means of a series of weighted 
filters 66 That is, prestored sampled window filters are 
multiplied with both the real and imaginary parts of the 
input signal. The window filters limit the signal in fre- 
quency, The window filters are designed to introduce 
sharp filters, i e ,, limiting the frequencies of interest, and 
filtering out frequencies not of interest By applying the 
basic principle that multiplication in the frequency do- 
main is equivalent to convolution in the time domain, the 
filter sharpness distorts the time-domain signal and, 
since the voltage peaks are detected in the time-do- 
main, a very sharp filter could introduce false peaks 
[0038] The set of discrete filter sample points or dis- 
crete weights operate to select partial frequency bins in- 
dicative of the desired bandwidth That is, for a 1 kHz 
bandwidth, the center frequency is selected and repeat- 
ed in 10 kHz intervals over the entire 100 kHz band- 
width, and three full frequency bins are selected with on- 
ly 31 25% of the energy of the two additional bins on 
each side Such a result is illustrated in Fig. 3 The term 



"frequency bin" refers to the DFT output point For ex- 
ample a 256 point DFT contains 256 "bins" The width 
(in Hz) of the bin is given by W B = fs/N, where f s is the 
sampling frequency and N is the number of the DFT 

5 points Again, with a 20.48 MHz digitizer, a 65,536 point 
DFT will produce "bins" which are 312 5 Hz This means 
that all energy within 312 5 Hz is concentrated in one 
bin, Specifically, if the start frequency is 1 kHz, the first 
bin contains the energy between 1000 and 1312 5 Hz, 

10 the second bin contains the energy between 1 31 2 5 and 
1625 Hz, etc. 

[0039] The reason for using adjacent bins is that if in- 
terference (or any energy for that matter) is not exactly 
in the center of the bin, the interference will spill over 

15 into the adjacent bins (theoretically the spillover is over 
the entire length of the DFT; however, in practical terms, 
beyond adjacent bins the spillover is negligible) 
[0040] With the stated numbers, f s = 20 MHz and 
N=65,536, bandwidths which are a minimum of 312 5 

20 Hz or any multiple thereof can be analyzed Observe 
that, if the sampling frequency is reduced (i.e., reduce 
the width of the sub-band tuner) while keeping the same 
number of DFT points, the DFT resolution can be in- 
creased, i.e decrease the bin width , If sampling is per- 

25 formed at f s = 1 Msps (current digitizers work in binary 
numbers to facilitate frequency domain processing, i.e., 
1 Msps is 1 ,048,576 samples persecond (2 20 )), the DFT 
resolution (bin width) is 16 Hz (1,048,576/65536) 
[0041] The weighted samples within the filter window 

30 66 correspond to a selectable frequency sub- band with- 
in the 1 GHz analog input signal bandwidth in order to 
produce a correlated digital sequence 67, which com- 
prises a filtered subset of the frequencies of the input 
signal 

35 [0042] The signal processor 60 further includes a 
bank of filters 68 for performing an inverse discrete Fou- 
rier transform (IDFT) for transforming the window-fil- 
tered frequency domain signal back into the time do- 
main, The real and imaginary components of the trans- 

40 formed time domain signal are then combined by a com- 
bining circuit 70 into a single signal phasor s'(t) Time 
domain signal s'(t) essentially represents the portion of 
the originally received analog input signal s(t) within the 
frequency sub-band selected by the frequency window 

^5 filter A measurement circuit 72 determines the peak 
voltage associated with signal phasor s'(t) and com- 
pares the measured peak voltage with a desired thresh- 
old voltage V t stored in a memory unit 90 and the differ- 
ence is recorded in memory unit 90, Memory unit 90 can 

50 be, for example, a magnetic, optical or other conven- 
tional data recording media, such as a read-writable CD 
ROM for storing and retrieving raw and processed signal 
data, and is preferably non-volatile (data is not lost upon 
removal of power). 

55 [0043] in digital communications, one of the key fig- 
ures of merit is the Bit Error Rate (BER) related to give 
Signal to Noise Ratio (SNR) and to given Energy per Bit 
to Noise Density Ratio (E^No ) In the automated EMI 
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signal processing system according to the present in- 
vention, one is analyzing the accuracy of a given esti- 
mator attempting to estimate phase, frequency (time de- 
rivative of the frequency, or rate of change of the phase) 
and/or amplitude, The key figure of establishing mentis 
the Cramer-Rao (CR) bound, which gives a lower bound 
on the estimator variance The CR bound is simply given 
by: 



<J<Jr) = 



2 

(Tn 



1 

2B\ 



0 



Sln[s(t, r )] 
Sy 



p(t\X)dt 



where s(t,y) is the pre-detected signal 

y is the parameter to be estimated 

a n is the Noise Power at the Bandpass Filter output 



B is the filter bandwidth 

P(t|y) is the probability density function the signal 
conditioned on the parameter to be estimated 

[0044] In the system of the present invention, detect- 
ing the presence of energy, i.e., the interferer, within 
specified frequency bands is of interest The detection 
can be performed in the frequency domain or in the time 
domain (they are essentially equivalent) However, typ- 
ical EMI measurement standards state requirements in 
terms of peak and rms voltage, which are more straight- 
forward to compute in the time domain . The accuracy of 
the peak voltage measurement directly depends on the 
accuracy with which a frequency bandwidth was esti- 
mated. To this extent, the CR Bounds are applied to both 
frequency and amplitude in the system of the present 
invention, 

[0045] Obtaining the signal spectrum, through a fre- 
quency domain transform like the DFT, provides the in- 
formation to identify not only peak values but also spec- 
tral shape in a given bandwidth The conventional EMI 
tests require that peak voltages be identified; however, 
the peak power (equivalent to voltage if the impedance 
is known) can be identified as well as the distribution of 
the power (Power Spectral Density). The latter can be 
used to check for compliance with spectral "masks," 
[0046] Preferably, the sampled digital signal supplied 
to digital signal processor 60 and the window filter data 
used to filter the frequency domain signal are also re- 
corded along with any other data necessary to fully re- 
produce the signal processing , For example, the outputs 
at each of the stages in signal processing, including the 
FFT filtered signal, the IFFT time-domain signal, and the 
detected peak amplitude signal (detected output) and 
the detection threshold level may be stored in a storage 
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device or non-volatile memory 90 Storage device 90 
collects the raw digitized signal for permanent storage 
to get the samples stored in non-volatile memory as well 
as in Random Access Memory (RAM) which is volatile 
with respect to power turned off or power failure 
[0047] Storage of this information allows for complete 
and absolute reproducibility of the EMI test and permits 
using different window filters on the recorded digital sig- 
nal to refine EMI analysis, such as enhanced spectral 
analysis, Storage of the signal being tested and the sig- 
nal processing parameters is particularly advantageous 
in the event changes are made in the system For ex- 
ample, if after a given RF input signal 5 is applied and 
the output is analyzed and stored in memory 90, chang- 
es are made to the functionality of the signal processing, 
the same input signal can be re-introduced into the sys- 
tem to determine the effects of the changes in the signal 
processing on the detected output peak signals, 
[0048] A controller 74 responsive to measu rement cir- 
cuit 72 controls the frequency window filter 66 to select 
the particular one of the frequency sub-bands in which 
to perform the multiplication of the I and Q frequency 
domain signals with the weighted sample points within 
the frequency domain The controller operates to itera- 
tively select each of the sub-bands in order to perform 
the signal analysis and determination of the peak volt- 
ages with respect to threshold voltages over the entire 
1 GHz bandwidth, in the exemplary embodiment, con- 
troller 74 may be a conventional micro controller or other 
type of controller for controlling the filter and sample 
weight selection 

[0049] In the case where only a sub-band segment of 
the bandwidth of interest is digitized at once, controller 
74 controls the front end down-converter and tuning cir- 
cuit 30 and band-pass filter 40 in order to dictate which 
10 MHz segment is being digitized and processed (first 
sub-band tuning) and also controls the DSP sub-band 
scanning within a particular 10 MHz segment (second 
sub-band tuning). 

[0050] The technique of the present invention advan- 
tageously permits scanning to be performed in a rela- 
tively large bandwidth, and the analysis can be selec- 
tively performed on different sub-bands This is accom- 
plished by performing sub-band selection comprising fil- 
tering in the frequency domain 

[0051] Fig 4 is a functional flow diagram illustrating 
the processing steps for scanning sub-bands of the fre- 
quency band under test, Once analog-to-digital convert- 
er 50 has digitized the input signal and the signal has 
been processed by DFT filters 64 to produce a frequen- 
cy domain representation of the input signal, controller 
74 selects a sub-band for analysis by applying a fre- 
quency-domain window filter (operation 102). The fre- 
quency-domain window filter is then applied to the fre- 
quency-domain signal by multiplying the FFT signal 
points by a weighted set of sample points representing 
the filter impulse response that corresponds to the se- 
lected frequency-domain window (operation 104), 
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thereby producing a series of bins of a predefined fre- 
quency range In operation 106, the signal is converted 
a time domain representation via an inverse discrete 
Fourier transformation (e g,, a series of IFFT filters are 
applied to the frequency bins in order to reconvert the 
signal back into the time-domain). 
[0052] Peak voltages are detected in the selected 
sub-band by comparing voltage amplitudes of the time 
domain signal to a detection threshold (operation 108) 
The detection threshold is established based on a tem- 
plate of detection requirements, as described above 
The measured peak voltage is indicative of the EMI 
emitted from the electronic device under test in a partic- 
ular sub-band The differences between the peak volt- 
ages and the detection threshold is determined (i.e., 
how much above or below the threshold the detected 
peak voltage lies) and recorded (operation 110) Con- 
troller 74 then operates to iteratively select a next one 
of the N pre-stored sample windows which correspond 
to a particular sub-band to obtain a next bandwidth sub- 
set in which to perform frequency-domain windowing, 
IDFT processing, signal combining and peak voltage 
measurement and recording 

[0053] One of the key advantages of the digital ap- 
proach of the present invention is that the processing 
loop shown in Fig, 4 can be performed with data collect- 
ed and already stored in the computer memory Apply- 
ing the described filtering technique, any bandwidth can 
be selected any number of times The analysis of differ- 
ent bandwidths is performed on the exact same data, 
which is collected once With an analog device, the data 
must be collected for each bandwidth selection This ap- 
proach could leave out EMI pulses in different bands 
which appeared once and do not repeat when the next 
N bands are selected (transient interference), For ex- 
ample, in a conventional scan, say from 1 KHz to 100 
KHz, each sample requires receiving a new section of 
the signal. This means that transients present at a given 
instant of time may not be present when the scan is done 
in the 30 KHz bandwidth (going from 1 to 100 KHz) An- 
otheradvantage of the automated digital approach is the 
number of simulations that can be performed to deter- 
mine the effectiveness of different algorith ms The filters 
can be prestored; however, there are situations where 
it may be desirable to try different filtering approaches, 
based on the observed data 

[0054] Moreover, the same data can be processed to 
carry out broad and narrow band scans of any desired 
bandwidth, simply by selecting the appropriate frequen- 
cy domain filters, Thus, for example, any number of 
scans, from a very narrow band scan (e.g., analyzing 
sub-bands on the order of a fraction of a kilohertz) to 
broadband scans (on the order of megahertz) can be 
performed on the same stored digital signal. 
[0055] The techniques of the present invention de- 
scribed herein will detect and measure interference lev- 
els whether they are continuous wave or impulsive in 
nature The detection of impulsive noise is limited by the 



system bandwidth (BW): 

BW = 1/t where x is the impulse duration 
[0056] For x - 1 nsec the required system BW is 1 
GHz However, the system described here can still de- 
5 tect the pulse, since through the process of digital sam- 
pling the pulse will appear aliased in the analysis band- 
width , 

[0057] The automated digital signal processing ap- 
proach according to the present invention offers several 

10 advantages over conventional analog processing . Re- 
cordation of digitally sampled signals and processing 
parameters permits precise repeatability of EMI tests 
and allows for extensive off-line analysis For develop- 
ment and/or testing purposes, one can store digitally 

15 sampled signals in a recording media, which will provide 
exactly the same results when processed using the 
same algorithm, This capability aids in test and devel- 
opment of new algorithms and techniques , 
[0058] A major improvement of the present invention 

20 over the prior art EMI testing is in improving the speed 
of testing by a significant factor By automating certain 
test functions that have been performed manually by an 
experienced or certified operator or EMI technician with 
an integrated digital signal processing system, improve- 

25 ments of orders of magnitude are possible The conven- 
tional approach of visually or aurally detecting the pres- 
ence of a signal is highly dependent on the skill of the 
operator and the signal characteristics of a particular 
test, In accordance with the present invention, digital 

30 signal processing techniques are used to recognize a 
particular signal or its given variations so that the 
number of bandwidths that can be scanned per second 
is limited only by the data collection rate and algorithm 
processing speed. Given current analog-to-digital con- 

35 verter and DSP technology, hundreds or even thou- 
sands of bandwidths can be processed every second 
[0059] Another benefit of this type of processing is the 
elimination/reduction of human error Given the tedium 
of EMI testing, it is quite conceivable that some weaker 

40 signals are passed over during a test. Computer soft- 
ware algorithms operate to mitigate this problem 
[0060] While the present invention has been de- 
scribed in the context of a particular EMI testing scheme 
for illustrative purposes, it will be understood that the 

45 invention is not limited to not limited to any particular 
test scheme, scanning sequence orfrequency bands or 
sub-bands, 

[0061] Having described preferred embodiments of 
new and improved methods and apparatus for detecting 

50 electromagnetic interference, it is believed that other 
modifications, variations and changes will be suggested 
to those skilled in the art in view of the teachings set 
forth herein , It is therefore to be understood that all such 
variations, modifications and changes are believed to 

55 fall within the scope of the present invention as defined 
by the appended claims. Although specific terms are 
employed herein, they are used in a generic and de- 
scriptive sense only and not for purposes of limitation 
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Claims 

1. A method of detecting electromagnetic emissions 
from a device under test, comprising: 

5 

(a) receiving an electromagnetic signal in a fre- 
quency band; 

(b) digitally sampling the electromagnetic sig- 
nal to generate a digital signal; 

(c) converting the digital signal to a frequency- 10 
domain signal; 

(d) selecting a frequency sub-band within the 
frequency band by filtering the frequency-do- 
main signal; 

(e) converting the filtered frequency-domain 15 
signal to a time-domain signal; and 

(f) measuring the time-domain signal to deter- 
mine a level of electromagnetic emissions from 
the device in the frequency sub-band 

20 

2. The method of claim 1, wherein (d) includes apply- 
ing a frequency window filter to the frequency-do- 
main signal to select the frequency sub-band 

3. The method of claim 1 or 2, further compr ising scan- 25 
ning the frequency band by repeating (d), (e) and 

(f) with frequency window filters corresponding to 
different frequency sub-bands 

4. The method of at least one of claims 1 to 3, wherein 30 
(f) includes comparing an amplitude of the time-do- 
main signal to a threshold to determine whether 
electromagnetic emissions in the sub-band exceed 

a certain level,. 

35 

5. The method of at least one of claims 1 to 4, further 
comprising; 

(g) storing the digital signal; and 

40 

(h) repeating (c), (d), (e) and (f) on the stored 
digital signal. 

6,. The method of at least one of claims 1 to 5, wherein 

(a) includes: 45 

(a1) down-converting the received signal to a 
baseband signal; and 

(a2) band-pass filtering the baseband signal to 
perform analog anti-aliasing, so 

7. The method of at least one of claims 1 to 6, wherein 
(c) includes performing a discrete Fourier transform 
on the digital signal to form the frequency-domain 
signal 55 

8. The method of at least one of claims 1 to 7, wherein 
(c) includes: 



(c1) performing a Hilbert transform oh the dig- 
ital signal to form a complex analyticsignal; and 
(c2) performing a discrete Fourier transform on 
the complex analytic signal to form the frequen- 
cy-domain signal as a complex frequency-do- 
main signal, 

9. The method of claim 8, wherein (d) includes apply- 
ing a frequency window filter to the complex fre- 
quency-domain signal by multiplying the complex 
frequency-domain signal with a set of weighted 
samples corresponding to the frequency sub-band 
to form a filtered complex frequency-domain signal 

10. The method of claim 1, wherein (e) includes 

(e1) applying an inverse discrete Fourier trans- 
form to the filtered frequency-domain signal to 
form the time-domain signal, wherein the time- 
domain signal includes in-phase and quadra- 
ture components 

(e2) combining the in-phase and quadrature 
components of the time-domain signal to form 
a signal phasor, 

11. The method of claim 10, wherein (f) includes: 

(f1) measuring an amplitude of the signal 
phasor; and 

(f2) comparing the amplitude to a threshold val- 
ue to produce an output signal indicative of a 
level of electromagnetic interference, 

12. An apparatus for detecting electromagnetic emis- 
sions from a device under test, comprising : 

(a) means (20, 30, 40) for receiving an electro- 
magnetic signal in a frequency band; 

(b) means (50) for converting the electromag- 
netic signal to a digital signal; 

(c) means (62, 64) for transforming the digital 
signal to a frequency-domain signal; 

(d) means (66) for selecting a frequency sub- 
band within the frequency band by filtering the 
frequency-domain signal; 

(e) means (68) for transforming the filtered fre- 
quency-domain signal to a time-domain signal; 
and 

(f) means (72) for measuring the time-domain 
signal to determine a level of electromagnetic 
emissions from the device in the freq uency sub- 
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band, 

13. An according to claim 12, wherein: 

(a) said means (20, 30, 40) for receiving an 
electromagnetic signal in a frequency band is 
a receiver (20, 30, 40) configured to receive an 
electromagnetic signal in a frequency band; 

(b) said means (50) for converting the electro- 
magnetic signal to a digital signal is an analog- 
to-digital converter (50); 

(c) said means (62, 64) for transforming the dig- 
ital signal to a frequency-domain signal is a 
time-domain signal transformer (62, 64) config- 
ured to transform the digital signal to a frequen- 
cy-domain signal; 

(d) means (66) for selecting a frequency sub- 
band within the frequency band by filtering the 
frequency-domain signal is a sub-band selector 
(66) configured to select a frequency sub-band 
within the frequency band by filtering the fre- 
quency-domain signal; 

(e) said means (68) for transforming the filtered 
frequency-domain signal to a time-domain sig- 
nal is a frequency-domain signal transformer 
(68) configured to transform the filtered fre- 
quency-domain signal to a time-domain signal; 
and 

(f) said means (72) for measuring the time-do- 
main signal to determine a level of electromag- 
netic emissions from the device in the frequen- 
cy sub-band is a measurement circuit (72) con- 
figured to measure the time-domain signal to 
determine a level of electromagnetic emissions 
from the device in the frequency sub-band, 

14. The apparatus of claim 12 or 13, wherein said 
means for selecting (d) or said sub-band selector 
(66) select the frequency sub-band by applying a 
frequency window filter to the frequency-domain 
signal 

15. The apparatus of claim at least one of claims 12 to 
14, further comprising a controller (74) coupled to 
at least said sub-band selector (66), said controller 
effecting a scan of the frequency band by com- 
manding said sub-band selector to successively ap- 
ply to the frequency-domain signal, frequency win- 
dow filters corresponding to different frequency 
sub-bands 

16. The apparatus of at least one of claims 12 to 15, 
wherein said means (72) for measuring (f) or said 



measurement circuit (72) compares an amplitude 
of the time-domain signal to a threshold to deter- 
mine whether electromagnetic emissions in the 
sub-band exceed a certain level 

5 

17. The apparatus of claim 12, wherein said means (20) 
for receiving (a) includes: 

means (30) for down-converting the received 
10 signal to a baseband signal; and 

means for band-pass filtering the baseband 
signal to perform analog anti-aliasing 

15 means for selecting a frequency sub-band seg- 

ment of the frequency band of the baseband 
signal, wherein said means for band-pass filter- 
ing filters the frequency sub-band segment and 
said means for converting digitally samples the 

20 frequency sub-band segment of the electro- 

magnetic signal to generate the digital signal 

18. The apparatus of claim 13, wherein said receiver 
(20) includes: 

25 

a sub-band tuner and down converter (30) con- 
figured to downconvert the received signal to a 
baseband signal and select a frequency sub- 
band segment of the frequency band of the 
30 baseband signal; and 

a band-pass anti-aliasing filter (40) configured 
to band-pass the frequency sub-band segment 
to perform analog anti-aliasing, wherein said 
35 analog-to-digital converter (50) digitally sam- 

ples the frequency sub-band segment of the 
electromagnetic signal to generate the digital 
signal, 

40 19. The apparatus of at least one of claims 12 to 18, 
wherein said means for transforming the digital sig- 
nal or said time-domain signal transformer compris- 
es discrete Fourier transform filters (64) for convert- 
ing the digital signal to the frequency-domain signal 

45 

20. The apparatus of claim 19, wherein said means for 
transforming the digital signal or said time-domain 
signal transformer comprises Hiibert transform fil- 
ters (62) for performing a Hiibert transform on the 

50 digital signal to form a complex analytic signal, and 

discrete Fourier transform filters (64) for performing 
a discrete Fouriertransform on the complex analytic 
signal to form the frequency-domain signal as a 
complex frequency-domain signal, 

55 

21 . The apparatus of claim 20, wherein said means (66) 
for selecting or said sub-band selector (66) applies 
a frequency window filter to the complex frequency- 
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domain signal by multiplying the complex frequen- 
cy-domain signal with a set of weighted samples 
corresponding to the frequency sub-band to form a 
filtered complex frequency-domain signal 

5 

22. The apparatus of at least one of claims 12 to 21, 
wherein said means (68) for transforming the fil- 
tered frequency-domain signal or said frequency- 
domain signal transformer (68) comprises an in- 
verse discrete Four ier transform filter (68) for apply- 10 
ing an inverse discrete Fourier transform to the fil- 
tered frequency-domain signal to form the time-do- 
main signal. 

23. The apparatus of at least one of claims 12 to 22, ?5 
wherein the time-domain signal includes in-phase 
and quadrature components, and wherein said ap- 
paratus further comprises means for combining 
(70) the in-phase and quadrature components of 
the time-domain signal to form a signal phasor, 20 

24. The apparatus of claim 23, wherein said means (72) 
for measuring or said measurement circuit (72) 
measures an amplitude of the signal phasor (s'(t)) 
and compares the amplitude to a threshold value to 25 
produce an output signal indicative of a level of elec- 
tromagnetic interference., 

25. The apparatus of at least one of claims 12 to 24, 
further comprising means (90) for storing the digital 30 
signal and signal processing parameters used to 
select the frequency sub-band in a non-volatile 
manner 
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DIGITAL SIGNAL STORED IN 
MEMORY WITH AFREQUENCY 
DOMAIN REPRESENTATION 



1 

SELECT A SUB-BAND FOR 

ANALYSIS VIA A FREQUENCY- 
DOMAIN WINDOW FILTER 



10? 
J 



APPLY FREQUENCY-DOMAIN WINDOW BY 
MULTIPLYING SIGNAL SAMPLES WITH 
FILTER IMPULSE RESPONSE THAT 
CORRESPONDS TO WINDOW 



i 



CONVERT SIGNAL TO TIME DOMAIN 

REPRESENTATION VIA INVERSE 
DISCRETE FOURIER TRANSFORMATION 
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DETECT PEAK VOLTAGES IN THE SELECTED 
SUB-BAND BY COMPARING VOLTAGE 
AMPLITUDES EXCEEDING THRESHOLD AGAINST 
A TEMPLATE OF REQUIREMENTS 
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DETERMINE THE DIFFERENCE (A) WITH 
RESPECT TO TEMPLATES; RECORD THE A 
(i.e.. HOW CLOSE ABOVE/BELOW THRESHOLD 
IS THE DETECTED VOLTAGE) 
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FIG.4 



